




Problem - because of varying mandates of agencies in the criminal
justice system, editing is done redundantly at each step of the process,
and the various systems may contain conflicting information
Solution - criminal justice data group needs to agree on system-wide
edits, and investigate changes to the editing process as a whole. The
executive level commission may need to support this effort with some
policy decisions.

Problem - some of the largest counties in the state are maintaining
their o'wn criminal history systems, because they don't have confidence
in the state systems. This causes a demand for TCIS to provide system
enhancements and additional hardware for redundant retention of data
at a county level that is already mandated at the state level.
Solution - eliminate the reasons that cause them to feel this is
necessary by making the existing state systems more accurate and
complete as noted above, and have the executive level commision
address this issue

II. NEW STATE II\TI1ATIVES

A Collect and maintain domestic assault data

1. Working with other criminal justice agencies and the legislature,
perform a needs analysis

2. Participate with other criminal justice agencies in system design

3. Develop any programs necessary to extract and pass required data
from TCIS (assuming that the Supreme Court Information Systems
Office would not be responsible for maintaining the statewide
database)

B. Collect and maintain juvenile felony data

1. Working with other criminal justice agencies and the legislature,
perform a needs analysis

2. Participate with other criminal justice agencies in system design

3. Develop any programs necessary to extract and pass required data
from TCIS (assuming that the Supreme Court Information Systems
Office would not be responsible for maintaining the statewide
database)

35



C. Collect and maintain misdemeanor OWl data

1. Working with other criminal justice agencies and the legislature,
perform a needs analysis (the Department of Public Safety already has
some of this data on its driving records system)

2. Participate with other criminal justice agencies in system design

3. Develop any programs necessary to extract and pass required data
from TCIS (assuming that the Supreme Court Information Systems
Office would not be responsible for maintaining the statewide
database)
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April 22, 1992

R. Neil Johnson
CHRIS Operations Supervisor
Bureau of Criminal Apprehension
1246 University Avenue
Saint Paul, Minnesota 55104

Dear Mr. Johnson:
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The Bureau of Criminal Apprehension's (BCA) computerized criminal history system is an integral part
of the overall system for managing criminal justice services in Minnesota. We have completed a baseline
audit of the computerized system and our findings and recommendations are presented in this final
report.

The BCA is one of the first agencies natiomvide to undertake a baseline audit of its computerized criminal
history records system. This is an important step to begin improving the collection, analysis, and
disposition of criminal history information.

Our project team received excellent cooperation from the Bureau of Criminal Apprehension employees
and from the law enforcement, court and correction agency personnel throughout Minnesota who
participated in the project. We appreciate the opportunity to be involved in this most important
initiative.

We look forward to presenting our findings and recommendations to the Bureau of Criminal
Apprehension Baseline Audit Steering Committee. Please call Robert Starkey at (612) 334-4579 or Jeffrey
Wright at (612) 334-4873, if you have questions concerning our report.

Very truly yours,

ARTHUR ANDERSEN & CO.

B 6a/; S-r/:«t;y .
Robert L. Starkey .
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Introduction

This section introduces the final report of a baseline audit completed by
Arthur Andersen for the State of Minnesota Department of Public Safety
Bureau of Criminal Apprehension.

Origin of the Study
The State of Minnesota Bureau of Criminal Apprehension (BCA) receives,
processes, and maintains criminal justice system information from police
agencies, courts, and corrections facilities throughout the state. BCA uses
a computerized criminal history (CCH) system to accomplish its criminal
history management responsibility. 1ne CCH system is the database
which contains information on individuals arrested for felony and gross
misdemeanor criminal activity.

BCA's responsibility for criminal history record keeping is paralleled by
the work of similar agencies in other states. The information provided by
the various state agencies is used by over 60,000 local state and federal
criminal justice agencies nationwide and many noncriminal justice
agencies for licensing and employment decisions.

The U.s. Department of Justice is interested in improving the collection
and analysis of criminal justice information at the state level. The State of
Minnesota shares the U.S. Justice Department's interest. Consistent with
Minnesota's leadership role and willingness to innovate, the BCA
commissioned a review of the CCH system. The review, which is funded
in part by the U.S. Justice Department, was awarded to Arthur Andersen
following a competitive proposal process.

Arthur Andersen commenced the baseline audit in February 1992. The
project, as documented in this final report, was completed in April 1992.

Objectives and Scope
The baseline audit had the following objectives:

D Evaluate the flow of information from criminal history reporting
agencies to the BCA.

D Test the existing CCH database to determine the current level of data
completeness, accuracy, quality and timeliness.

D Conduct a needs assessment and requirements analysis to facilitate
developing and prioritizing future criminal history record
improvement efforts.

D Report the baseline audit results to the BCA.

The scope of the review included the BCA and law enforcemenC court,
and correction agencies throughout the state.
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Approach
The Arthur Andersen project team conducted the baseline audit by
assembling and stratifying data from:

o Site visits and testing of 15 agencies statewide.

o Questionnaire sampling and interviews of 31 agencies statewide.

Interviews were conducted with over 100 employees of BCA and
reporting agencies, testing over 800 separate criminal records.

The project team used 1990 as the base year. Data from 1991 and 1992
were not representative due to processing backlogs that exist.

Although 100% of the reporting agencies and criminal data have not been
tested, a statistically significant sample was used. We believe the key
issues have been identified and are described in the report.

The project team provided interim reports to a steering committee that
guided the audit process. The steering committee convened four times
during the course of the project.
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Executive Summary

This Executive Summary accompanies the report of a baseline audit that
Arthur Andersen completed for the State of Minnesota Department of
Public Safety Bureau of Criminal Apprehension.

Overview
The State of Minnesota Bureau of Criminal Apprehension (BCA) is the
receiver, processor and repository of criminal justice system information
from law enforcement agencies throughout Minnesota. The BCA uses a
computerized criminal history (CCH) system to keep track of the
information. The BCA engaged Arthur Andersen to complete a baseline
audit of the CCH system and the criminal information reporting practices
in Minnesota. The baseline audit was funded in part by the U.s.
Department of Justice.

The BCA receives criminal information from numerous reporting
agencies. Primarily, the BCA receives arrest records (fingerprint cards)
from law enforcement agencies, prosecution information (final disposition
forms and court orders) from district courts and criminal status reports
(custodial status updates and fingerprint cards) from correctional
institutions. In total, the BCA receives over 137,000 items of criminal
information each year from over 950 reporting agencies. The following
diagram displays the primary flow of criminal history information.

Correctional
Agencies

Law
Enforcement

City/County
Attorney

- custodial status update
- fingerprint card (prisons)

- transmittal form
(not processed if
prosecuting)

State Judicial
Information

System

- final
disposition

District
Courts
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Criminal justice agencies and government organizations use the
infonnation contained in the CCH system for a variety of purposes as
displayed in the following summary.

Agency

Law Enforcement

City/County Attorney

Courts

Corrections

Department of Natural
Resources (DNR)

Department of Public Safety

Attorney General

Department of Revenue

Department of Commerce

Minnesota Planning

Federal Bureau of Investigation

Secret Service

U.S. Customs

Drug Enforcement
Administration

Alcohol, Tobacco and Firearms

INS

Public Agencies and Private
Companies

Criminal History Uses

Arrest/Investiga ti ve

Determine Charges to Pursue
Precourt Diversion Programs

Bail/Bond
Presentencing Investigation

Presen tencing Investigation
Placement Within Correctional

Facility

Criminal Investigation

Criminal Investigation
Licensing

Criminal Investigation

Criminal Investigation
Licensing

Criminal Investigation
Licensing

Statistical Analysis

Criminal Investigation

Criminal Investiga tion

Criminal Investigation

Criminal Investigation

Criminal Investigation

Criminal Investigation

Noncriminal Justice Applications
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Objectives, Scope and Approach

The objectives of the baseline audit were to:

D Evaluate the flow of information from all criminal history reporting
agencies to the BCA.

D Test the existing CCH database to determine the current level of data
completeness, accuracy, quality and timeliness.

D Conduct a needs assessment and requirements analysis to facilitate
developing and prioritizing future criminal history records
improvement efforts.

D Report the baseline audit results to the BCA.

In order to conduct the baseline audit, the information received by the
BCA was stratified based on volume statistics and known exception
patterns. Based on the stratification, 15 reporting agencies were selected
for audit visits and testing. Additionally, 31 reporting agencies were sent
audit questionnaires to facilitate audit testing. In total 46 reporting
agencies were included in the testing and over 800 criminal records were
tested. The criminal records tested were from 1990. Information from
1991 and 1992 was not tested due to significant backlogs in processing the
information.

The findings and recommendations are based on the testing described
above as well as over 100 interviews of BCA employees and reporting
agency personnel. Not all reporting agencies and criminal data have been
tested, nor was a statistically valid testing procedure used due to the
decentralized nature of the reporting. Accordingly, all CCH data quality
issues may not have been discovered. We believe the most significant
issues have been identified and are described below.

The result of the audit is a "baseline" of information on the existing
completeness, accuracy, quality and timeliness of data in the CCH system.
As improvements are made to the system, this report will provide a base
to measure the effectiveness of the improvements.

Findings

The baseline audit of the CCH system and the practices and procedures
used to support the system resulted in the following key findings:

D CCH Records An Incomplete-Approximately 90% of all arrests and
100% of court orders for pardon, expungement or seal of a record are
captured in the CCH system. Approximately 51 % of court final
dispositions, 80% of prison admissions and 28% of custodial status
reports are captured in the system. Incomplete criminal history records
create the risk that inappropriate decisions could be made regarding
criminals and criminal activity.

D CCH Records Are Not Timely-In 1990, it took over 135 days after an
arrest occurred for the fingerprint card to be entered into the CCH
system. BCA personnel believe the current number of days is less due
to increased emphasis on processing fingerprint cards.

It takes over 400 days for district court final disposition forms to be
entered in the system. Prison admission fingerprint cards take over 120
days and court ordered sentence level reductions take over 24 days.
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These significant processing backlogs create the risk that inappropriate
decisions could be made regarding criminals and criminal activity.

o Adherence to Policies and Procedures Is Inconsistent-Policies for
submitting criminal history information to the BCA are mandated
legislatively. The procedures for complying with these policies,
however, are loosely defined. There is often high turnover of personnel
in the positions responsible for submitting the information. We
specifically noted two policy exceptions at reporting agencies with high
volumes which should be addressed. First, one law enforcement
agency only submits fingerprint cards to the BCA if the individual is
being prosecuted. This practice results in hundreds of felony arrests
which are never entered into the system. Additionally, one prison only
sends fingerprint admission cards to BCA if it is the individual's first
admission into the prison. Many criminal fingerprints are not obtained
because of this procedure.

o Criminal History Strategies Are Not Aligned-The Department of
Public Safety, which oversees the BCA, is currenUy making major
information systems changes. The agency is working with Digital
Equipment Corporation in this process. The district court system is on
a Honeywell system and the Department of Corrections facilities are on
ffiM AS/400 systems. Additionally, many county and local reporting
agencies are implementing different information system strategies.
Hennepin County, for example, has implemented an IBM AS/400
system.

Each system serves a different purpose. Common information needs
are duplicated and often do not reconcile.

Recammendatians

Baseline audit findings indicate that the BCA has several key
opportunities for enhancement of the criminal history system. We
recommend the following measures be considered.

o Eliminate Backlog-The BCA currently has a large backlog of
unprocessed information. The backlog creates an unproductive work
environment and makes it difficult to maintain daily processing
requirements. We recommend the backlog be eliminated as soon as
possible. This initiative can be accomplished while other projects are in
the planning phase. The BCA will require temporary personnel
resources to eliminate the backlog.

o Simplify!AutomatelIntegrate Operations-The BCA should establish
ongoing efforts to continually improve data completeness, accuracy,
quality and timeliness. The following steps should be taken:

Simplify-Simplify and streamline the current processing
procedures. Perform a detailed productivity evaluation of current
procedures and eliminate steps which do not add value. Establish
performance measures to monitor employee productivity and
monitor the volume of information processed.

- Automate-We understand the BCA is currently in the process of
moving the CCH software to the new Digital Equipment
Corporation minicomputer. The CCH system is old and lacks critical
functionality. Providing enhanced automation could significantly
improve productivity. For instance, BCA currently maintains the
CCH system as well as the CCH2 system, which is a redundant
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system used for certain database query procedures. Enhanced
automation should eliminate the redundant system.

- Integrate- After simplifying and automating, BCA should work on
integrating the CCH system with other criminal systems. Common
information requirements should be identified. The state should
consider establishing consistent identification tracking numbers to
monitor individuals as they progress through the criminal system
(law enforcement, courts, corrections). This tracking system would
facilitate the implementation of controls to identify incomplete
records and obtain missing information.

o Implement Systems for Nontraditional Market-The nontraditional
market (primarily background and security checks by private
companies) for criminal history continues to grow. We recommend the
BCA select and implement a network based accounting system to help
manage this business as it continues to expand.

::::J Establish Coordinating Group to Oversee Criminal History-As
discussed above, many of the systems which affect criminal history in
Minnesota are heading in different directions. In order to ensure these
systems can properly interface, share information, track criminal
activity, etc., we recommend a coordinating group be established to
oversee criminal history systems in Minnesota. We understand the
Legislature has recently passed a bill which created a group to
temporarily fill this role.

:=! Establish Users Focus Group-Discussion with key users of the CCH
system revealed a variety of information needs which are not currently
met. We recommend the formation of a criminal history information
users focus group to ensure the ongoing improvement efforts meet the
needs of the information users. Participants should include active users
from law enforcement, courts, corrections and other interested agencies.
The group should meet quarterly to help define system enhancements
and achieve user commitment to the changes being made.

::::J Improve Education and Training-There is a high degree of turnover
for some positions which are responsible for submitting information to
the BCA. This turnover degrades the completeness, quality and
timeliness of information. For instance, there is yearly turnover of
prosecutors in some counties. During our site visits, we found that
prosecutors often did not have a listing of valid Minnesota Offense
Codes (MOC), which are used by the Supreme Court and BCA to
gather descriptive information about the crime. This circumstance
negatively affects the quality of information being submitted. We
recommend the education and training process be improved for all
reporting entities.

::::J Perform Periodic Audits-This audit provides an initial baseline of
information on the completeness, accuracy, quality and timeliness of
information in the CCH system. We recommend periodic audits be
performed in order to r:neasure the effect of ongoing improvement
efforts and to identify areas which may need attention in a more timely
manner.
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Next Steps

The measures set forth in the recommendations section may be

implemented concurrently. We recommend a phased approach whereby

each initiative is segmented into small, achievable projects. This approach

provides framework and performance measures for each goal. Moreover,

each segment is planned individually to achieve realistic timelines and

deliverables. As projects are completed, future projects, within an

initiative, may be red~fined.

The first initiative should be a reduction of the current backlog. When the

timeliness issue is under control, other problems may prove to be less

serious than originally estimated. During this initiative, other projects

should be planned.
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